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THE IRS DOESN'T SEND TAX
REFUNDS BY EMAIL OR TEXT

January 23, 2024 | By: Larissa Bungo, Senior Attorney

GOt an email Or teXt m Department of Treasury
Internal Revenue Service

message about a tax IRS #eienea, cn ss0i-002s
refund? It’s a scam.

IRS impersonators are at it again. This time, the

. Your 2023 Form 1040 overpayment was applied to tax you owe.
scammers are sendlng messages about your

“tax refund” or “tax refund e-statement.” It Refund: $650.00
might look legit, but it’s an email or text fake, We applied for all or part of your $1000.00 overpayment from your 2023
trying to trick you into clicking on links so they tax return to the amount you owe for other tax years. As a result, you

i are due a refund of 5€50.00.
can steal from you. How? They tell you to click

a link — supposedly to check on your “tax
refund e-statement” or “fill out a form to get
your refund.” But it’s a scam and if you click
that link, the scammer might steal your

identity or put malware on your phone or

What wyou need to do £ill your document in this link

computer.
Next steps We’ll send you a refund for 5€50.00 (the

If someone contacts you unexpectedly about a remainder of overpayment if you don’t owe

. ) other tax or debts we're required to
tax refund, the most important thing to know collect or elected to have it applisd to
is that the real IRS won’t contact you by email, your next year's estimated tax. )

. . You may receiwve another notice from us in
text message, or social media to get your the next few weeks.
personal or financial information. Only
scammers will. Bdditional information Keep this notice for your records.

, If you need assistance, please don't

If someone does reach out, here’s what to do: hesitate to contact us.

e Never click on any links, which can put malware on your computer or phone, letting scammers steal from you.

e Check the status of any pending refund on the IRS official website. Visit www.irs.gov/wheres-my-refund to see if you’re
really getting a refund.

e Share what you know. By telling your friends and family members about the scam, you can help protect your community.

If you clicked on a link in one of these messages, or you shared personal or financial information, report it
at www.ldentityTheft.gov to get a free, customized recovery plan.

If you see this or any other a scam, even if you didn’t lose money, report it to the FTC at ReportFraud@ftc.gov.
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